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Kaseya (2021)
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Challenges of Security 
& Resilience 

Ransomware
Attacks on 

Operational 
Infrastructure (OT)

Bad Software

Failed Upgrades

Increased mean time to 
repair & cost

Application & 
Network Downtime

Why Does All This 
Still Happen?!





So many products…
… So little time

1

2,000+ Cybersecurity 
Vendors and 10,000+ Apps

Too many products. Too many experts. Too many gaps.



So much to do…
… So few resources

2

205+ Days to Patch
Source: Whitehat security (Synopsys) 2021 report



So much attack surface…
… So little room for error
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>88% of Security Breaches 
Happen Due to Human Error

 Source: IBM Cyber Security Intelligence Index Report.

Source: Stanford study Psychology of Human Error” 

https://www.tessian.com/research/the-psychology-of-human-error/


• Consolidate to an 
single platform

• Open multi vendor 
Ecosystem

• Use automation best 
practice

foundational for AI Driven 
Infrastructure (AIDI)

Gartner IOCS 2023 Direction



Ransomware is a 

modern disaster

To combat 

Ransomware, there is 

a need for a 

designated separate 

infrastructure

10

Build a separate designated 
control-plane Infrastructure



Build a seperate
Automation & AI Infrastructure

The Best PracticeUnreliable

● Risky
● Requires expertise
● Difficult to recover

● Safe
● Any skill level
● One-click recovery

XXX
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● Save Time: 1-hour Plug-n-Play Setup

● Work Smarter: Automated Patching

● Stay Secure: Isolated Remote Recovery

Automation Best 
Practices in Action

Automation reaches production through an Out-Of-Band 
Infrastructure WAN/LAN control planes using one Nodegrid device

If production goes down, the isolated Management infrastructure can 
bring it back automatically & rebuild production from scratch

 

OOBI-WAN™
      

OOBI-LAN™
           

Production

Remote 
AccessAutomation

“Nodegrid is like having extra
engineers on the team” 

—Frank Basso, Vapor IO

ZPE Systems’ Nodegrid Helped Frank…

ZPE Systems’
Nodegrid Net SR



ZPE Solutions Automatically Build the Secure 
Out-of-Band Control Plane Infrastructure:  

AI Ops

Remote AccessOrchestration & 
Automation
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Visit ZPE Systems 
Booth 10112 

Win a Playstation 5

View a demo 
for your 

chance to win!

Network Automation 
Blueprint

Get your copy today!

Download Blueprint
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